AD Pro Toolkit Getting Started Guide
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Requirements

Following are the requirements for deploying and using the AD Pro Toolkit.

1. NET 4.7.2 Runtime or higher - This is already included in windows, and you can
install a later version if needed.

2. Firewall - Some tools use WMI to query info from the computer. WMI needs to be
allowed inbound on the target systems.

3. Group policy management console — The group policy reports require the group
policy management console to be installed. This is included with the Microsoft RSAT
tools.
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4. Permissions —To create and update objects in AD you will need permissionsin
Active Directory.

Supported Operating Systems

The AD Pro Toolkit can be installed on the following operating systems.
e Windows 10/11

e Windows Server 2008 or Later

Installation Steps

To AD Pro Toolkit installer is provided as an msi file. Follow the steps below to install the
software.

1. Click on ADProToolkit.msi to start the installation.

Click “Next” on the welcome screen.

Accept the end user license agreement and click “Next”.

Select the Installation folder and click “Next”. It is recommended to leave it at the
default install path (C:\Program Files\ActiveDirectoryPro\AD Pro Toolkit).

5. Click “Install” on the ready screen to start the installation.

el

You might get prompted by Windows User Account Control. Click Yes on this popup. Our
software is digitally signed and is a verified publisher.

When the installation is completed click “Finish”.
That completes the installation process.

Anicon will be added to the desktop for quick access.

License

Below are the steps to apply the license file and activate the AD Pro Toolkit.

After the purchase is completed, you will receive an email with a license.lic file.
Download the license.lic file.

Open the toolkit and click on License.

Click on the Browse button and select the license.lic file.

Next, click the Activate button.
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The software will now be activated, and the license details will be updated.

That completes the steps to activate the software.

Authentication

The AD Pro Toolkit works on domain-joined and non-domain joined computers.
Note: You only need to authenticate to one domain controller in your domain.

By default, the AD Pro Toolkit will use pass-through authentication. If your computer is
domain joined, and you log in with a domain account the toolkit will use those credentials
to automatically connect to your domain.

You can check the connection status by clicking on Settings.

Change Authentication Settings

1. Click on “Settings”.
2. Click the “Pencil” to edit the connection.

3. Clickthe box “Specify Username” and enter your username and password. If it is a domain-
joined computer, it should auto-detect your domain and domain controller. If the domain
and domain controller are not detected, you will need to provide those details. The domain
controller needs to be the FQDN.

4. Click “OK” to save the connection.

The domain settings screen should update with the username and display connected.

Enable LDAPS
To enable LDAPS click on Settings and then select the box “Use LDAPS”.

Log Files

The AD Pro Toolkit will save errors and information events to a log file.
To view the log files, click on help and then click Open toolkit logs.
Syslog Server

You can send the toolkit logs to a syslog server.

Click on Settings > Log Settings to configure your log server.
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Software Updates

The AD Pro Toolkit will auto-check for updates on startup. You can choose to upgrade from within
the software or skip the update.

Manual Updates

1. Download the latest version from the download page. You do not need to login to download
the latest version.

2. Extractthe zip file and launch the installer.
3. Follow the prompts to complete the installation.

When the upgrade is complete click the help menu and verify the version number.

Navigation

You can access most tools and all reports from the home page. Click on one of the buttons to
access the tool or report.
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Computer Group Policy 0OU Reorts Custom Schedule
Reports Reports Reports

There are a few additional tools under the Management Tools sidebar menu.



AD Pro Toolkit Getting Started Guide

&, Management Tools ~

Users

Groups

Offboarding

AD Cleanup

Lockout Troubleshooter
Restore Deleted Users

Export

BULK MANAGEMENT

Bulk Create Users
Bulk Modify Users
Import OUs
Delete

Mowve

OTHER TOOLS

Health Moniter
Uptime

Local Admins

Dashboard

The dashboard does not refresh automatically. You must click the refresh button to generate the
dashboard.
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Dashboard (C) LastUpdated:1/3/2025 11:59 AM
User Total ]
Enabled Users 7553 .
Dicabed U Click the refresh
isa sers 130 button
Expired Accounts (30 days) 4
Inactive 30 days 7694
Locked Users 0
Computer Total 37
Enabled 37
Disabled 0
Domain Controllers 2
Workstations &1
Servers G
Inactive 30 days 30
Group Total 193
Security groups 188
Distribution groups 5
Automation

The AD Pro Toolkit includes a built-in schedular that will automate Active Directory reports and
management. You can schedule tasks to run hourly, daily, weekly or monthly.

Below is a list of user guides on how to automate Active Directory management tasks and reports.

e (Create Users

e Update Users

e Cleanup inactive accounts
e Cleanup disabled accounts
e Delete accounts
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e AD Health Check
e |Local Admin Report
e AllReports

Email Server Settings

Before you can schedule reports, you need to configure your email server.

Click on Scheduler > Email Setting.

365 OAuth Settings

See the link below for steps on configuring 365 Oath.

365 OAuth Guide

Gmail Server Settings

To configure the software to use your Gmail server follow the below steps.
e Authentication Type = Basic
e From Address = Your email account
e To Address = Enter a to Address
e SMTP Server = smtp.gmail.com
e Port=587

e Password = Password = You will need to create an app password from your gmail account.
Steps to create an app password

Schedule Reports
If you want to get email reports make sure you have configured your email server settings.
Create a New Scheduled Task

1. Click Add

2. Forreporttype select “Reports

3. Givethe taskaName

4. Enterthe credentials for running the task

5. Setthe schedule frequency

6. Configure report Actions and output settings.

When completed you will see your task listed and its details.


https://activedirectorypro.com/oauth-authentication-for-office-365/
https://support.google.com/mail/answer/185833?hl=en
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