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AD Pro Toolkit
Simplity, Active Directory Management and Reporting

Avoid the administrative gaps created by native tools and skip the time-consuming challenges

of PowerShell with the all-in-one toolkit created to manage critical Microsoft AD environments

and make your job simpler. The AD Pro Toolkit contains multiple ready-to-use tools and reports,

and has a minimal learning curve to help you get the most from your AD environment. Trusted by over
3,500 customers worldwide Active Directory Pro has helped countless IT experts and managers.
Escape the pressure that's placed on IT departments and help desks and reclaim your time with a
suite of tools designed to make Active Directory management intuitive and user-friendly.

User Management Tools (features)

User onboarding

Simplify the process of creating new Active directory user accounts. Easily bulk import accounts
add users to groups, import into OUs, set manager, and set multiple user properties at once.

User creation templates

Create accounts accurately and consistently with the built in template system. Create templates
for different departments or account types. Set naming conventions, auto add users to groups, OUs
and more.

User offboarding

Automate disabling accounts and removing access permissions. Hide accounts from the GAL,
remove from groups, move to an OU and more.

User Management Tools

Easily manage common user tasks from a single interface, such as.

* Modify group membership

* Reset passwords

« Unlock accounts

* Analyze lockouts

* Disable, enable and move accounts

* Quickly check accounts lockout status
* Find inactive users

* Restore deleted users
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Quickly lookup account details

Easily look up critical account details with the click of a button. From the user management page
when you select an account the following details will be displayed.

« Bad password time User Details
« Password last set |
. . Bad Password Time 8/1/2024 1:37 PM
« Password expiration
Password Last Set 6/4/2024 12:57 PM
* Lockout time Password Expiration Date  6/4/2025 5:57 PM
- Last logon and logon timestamp Lpessaut D
Locked False
« Manager Last Logon 9/6/2024 9:07 AM
« When Changed and created Last Logon Timestamp 9;’4!2[]24 8:25 AM
Manager John_Hicks
« Group membership When Changed 9/4/2024 8:25 AM
When Created 8/16/2022 12:34 PM

AD Cleanup Tool

Find stale and inactive user and computer accounts. In addition, find empty groups and unused
GPOs. With the built-in scheduler you can automate the cleanup of stale accounts.

Group Management Tools (features)

Import groups

Bulk import Active Directory groups from CSV. You can also export groups from one domain and
import into another domain.

Copy user group membership

Copy a user’'s group members from one account to another account.

Bulk update group properties

Easily bulk update group properties such as extensionAttributes, description, mail, proxyAddress
managedBy and other attributes.

Bulk update user group membership

Mass add or remove users to groups. You can add multiple users to multiple groups at the same
time. This is a huge time saver.
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Group membership reports

Our extensive group member reports lets you create reports on group members and users group
membership. These reports can be customized, scheduled and exported.

« User groups report

« Group members report

* Nested groups

* Nested groups tree view

* Nested groups with members

« Groups with members, Groups with no members
* users not a member of specific groups

Security Tools (features)

AD ACL Scanner

Audit delegated permissions to Active Directory objects. See which users have delegated rights
in Active Directory such as, delete, modify, change password, full control and more.

Local Admins Report

Scan computers and audit local group membership. Find users that have local administrator rights
or are members of other local groups.

Local certificates report

Scan computers to get a report of local certificates. Find expired certificates, issued by and more.

NTFS Permissions report

Scan NTFS shared folders and see who has permissions to what. Get both user and group
ACL permissions on folders.

Firewall Status

Scan Windows computers and get the firewall status and rules.

Find service accounts

Scan Windows computers and find service accounts. This tool will get an inventory of scheduled
tasks and windows services and show what account it is running as.
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Other Tools

AD Health Monitor

Check and monitor the health of you domain controllers. This tool will scan your DCs and check

the health status of critical services required for Active Directory.

Import OUs

Bulk import OUs from a CSV file. You can also export OUs from one domain and import them
into another domain.

Windows Uptime Check

Get the update and last boot time from select computers or all computers. You can also check
the uptime of all computers from an OU.

Bulk delete users

Bulk delete users from a CSV file or search your domain for specific accounts to delete.

Bulk move users

Bulk move accounts from one OU to another. Search for specific accounts or choose all users
from an OU.

Active Directory Reports

Our comprehensive list of AD reports makes it easy to run audit reports, security compliance

checks or create reports for managers and staff. You can customize reports, or create your own

reports with the report builder.

« User reports

« Password reports

» Logon reports

» Group reports

« Group membership reports
« Computer reports

* Group policy reports

* OU reports

« Security reports

 Create custom reports

» Schedule automated email reports

Learn more at activedirectorypro.com
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